
CISA Region V

July 2, 2019

C I S A  |  C Y B E R S E C U R I T Y  A N D  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y

CISA Region V

August 6, 2019

ACTIVE SHOOTER 
PREPAREDNESS 

1

August 6, 2019
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A preparedness plan typically will address five areas:

 Prevention

 Protection

 Mitigation

 Response

 Recovery
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Risk Analysis
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Risk is the potential for an unwanted outcome from an incident; it 

has three components:

 Threat

 Vulnerability

 Consequence

Assessing risk will help you:

 Understand your situation

 Prioritize actions

 Identify and compare options

 Allocate resources

Threat

ConsequenceVulnerability
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Mitigating Risk
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There are three important elements to help reduce the 

negative impact of any disaster, including an active shooter 

incident:

 Assess risk

 Identify best practices

 Implement mitigation steps

Risk Elements Mitigation Steps
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Risk Assessment and Mitigation Options
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To help schools better understand risk and potential options 

for consideration to mitigate those risks, DHS published K-

12 School Security: A Guide for Preventing and Protecting 

Against Gun Violence.

 The Guide is delivered in two parts:

1. A narrative introduction to security for K-12 institutions

2. A voluntary self-assessment for schools

 Available at: https://www.dhs.gov/publication/k-12-school-

security-guide. 

https://www.dhs.gov/publication/k-12-school-security-guide
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Drafting and Reviewing Plans

Best Practices for Writing the Plan

 Use simple language 

 Use short, active voice sentences

 Give enough detail to convey easily 

understood, actionable guidance

 Focus on mission guidance

Considerations for Reviewing the Plan

 Adequacy

 Feasibility

 Acceptability

 Completeness

 Compliance
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Exercising the Plan
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In 2018, DHS released Exercise Starter Kits for institutions of 

higher education and K-12 schools. These are self-conducted 

tabletop exercises which may validate existing plans, policies, 

and procedures and elicit areas for improvement. The kits 

include: 

 An Exercise Conduct Briefing 

 A Situation Manual 

 A Facilitator Guide 

 A Participant Feedback Form Template 

 An After-Action Report Template

To request an ESK for your school please visit: 

https://www.dhs.gov/esks
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A Progressive Approach
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Regardless of 

exercise type, 

each builds on a 

set of common 

program priorities 

and tests 

capabilities.

Homeland Security Exercise and Evaluation Program (HSEEP) FEMA March 2006
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The Way Ahead
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Get Approval from 
Senior Leadership

Identify Planning 
Team and Train 

Team

Finish Plan Within 
Six Months

Implement 
Training and 

Documentation 
Within Eight 

Months

Conduct 
Notification Drill

Conduct Tabletop 
Exercise Within 12 

Months

Conduct Full-Scale 

Exercise Within 18 

Months

Revise Plan with 
Input from 
Exercises

Modify and Update 
as Needed
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For more information:

https://www.dhs.gov/cisa/active-shooter-

preparedness

Questions?

Email: megan.drohan@hq.dhs.gov
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